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Wirelessidentity theft - From wikipedia, the free encyclopedia

Wirelessidentity theft, also known asontactlessidentity theft or REID identity theft, is a form of identity theft described
as "the act of compromising an individual's persadentifying information using wireless (radio peency) mechanics$®
Numerous articles have been written about wirdlbmstity theft and broadcast television has produssveral investigations
of this phenomenoRE ! According toMarc Rotenbergf theElectronic Privacy Information Centewireless identity theft is
"a pretty serious issue” and "the contactless (ess card design is inherently flawed".

Efforts are currently under way to educate conssraerto the vagaries Bfadio Frequency Identification (RFImhich can
pose a threat, as well as attempting to initiagéslation to limit the use of RFID technology byngpanies and governmental

agencie écitation needef

[edit] Overview

Wireless identity theft is a relatively new techigéqof gathering an individual's personal informatilom RF-enabled cards
carried on a person in theiccess contrpkredit, debit, or government issued identificateardd® Each of these cards carry a
Radio frequency identification chip which respotalsertain radio frequencies. When these "tags"ecmto contact with

radio waves, they respond with a slightly alterigghal. The response can contain encoded persogratifiging information,
including the card holder's name, address, Soeieli®y Number, phone number, and pertinent accouamployee
information.

Upon capturing (or 'harvesting') this data, theftis then able to program their own cards to redpo an identical fashion
(via 'cloning’). Many sites are dedicated to nagHdut teaching people how to perform this act, ab &s supplying the
necessary equipment and softw&f&.

The financial industrial complex is currently miing from the use of magnetic stripes on debit enediit cards which
technically require a swipe through a magnetic cavige reader. These transactions take approxiynd8seconds, whereas
the newer radio frequency tagged card transactimsire approximately 12 secorl@éi" ¢4 The number of transactions
per minute can be increased, and more transacta@mbe processed in a shorter time, therefore rpdkinarguably shorter
lines at the cashiéf.

[edit] Controversies

Academic researchers adhite-Hat' hackerdave analysed and documented the covert th&EdD credit card information
and been met with both denials and criticisms fRMID card-issuing agenci€¥? Never-the-less, after public disclosure of
information that could be stolen by low-cost juigged detectors which were used to scan cards ilinganvelopes (and in
other studies also even via drive-by data attatke)design of security features on various carals upgraded to remove card

owners' names and other d&&2 Additionally a number of completely unencryptedccdesigns were converted to encrypted
data system<!iLd

[edit] RSA Report

The issues raised in a 2006 report were of impoetatue to the tens of millions of cards that hdreagdy been issued™?
Creditanddebit carddata could be stolen via special low cost radameers without the cards being physically touched o
removed from their owners' pockets, purses or daage™’? Among the findings of the 2006 research study,Ii€tabilities
in First-Generation RFID-Enabled Credit Cards", anceports by other white-hat hackers:

« some scanned credit cards revealed their owner®siacard numbers and expiration d&te;

» that the short maximum scanning distance of théscand ta&ﬁnormally measured in inches or cetr@s)ecould be
extended to several feet via illicit technologinadificationst22

< that even without range-extension technolodgdack Hattersvalking through crowded venues or delivering 8ier
could easily capture card data from other indivigaend from mail envelopédi%
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« that security experts who reviewed the study figdiwere startled by the breaches of privacy ofthdy (conducted
in 2006)2%

« that other e-systems, suchE&scxon Mobils Speedpaskeychain payment device, used weak encryption oasth
which could be compromised by a half hour or soarfiputing time2%

« that some cards' scanned stolen data quickly yieddeual credit card numbers and didn't use déengy!2%

» that data illicitly obtained from some cards wascassfully used to trick a regular commercial caader (used by
the study group) into accepting purchase transasfimm an online store that didn't require theyeaft the cards'
validation codes*

< that while higher level security systems have km@hcontinue to be developed, and are availablRFoD credit
cards, it is only the actual banks which decide hawech security they want to deploy for their cardiees™X1%

< thatevery oneof the 20 cards tested in the study was defeated least one of the attacks the researchers
deployedi

e another related security threat concerned a diffggeoduct: new government issuellassportépassportshat now
incorporate RFID tags similar to credit and debitds). The RFID tags in ePassports are also sulbjeleta theft and
cloning attack$ TheUnited States governmehas been issuing ePassports spaeaPLal

In a related issue, privacy groups and individiialge also raiseBig Brotherconcerns, where there is a threat to individuals
from their aggregated information and even trackihtheir movements by either card issuing agenaceer third party
entities, and even by governmefisindustry observers have stated thatRFID certainly has the

potential to be the most invasive consumer technolo gy ever'. 12

Credit card issuing agencies have issued deniainstants regarding wireless identity theft or fraundl provided marketing
information that either directly criticized or inipdl that:

« beyond the card data itself, other data protecimhanti-fraud measures in their payment systemmarlace to
protect consumers2

* the academic study conducted in 2006 used a savhpldy 20 RFID cards, and was not accurately regméative of
the general RFID marketplace which generally usgher security than the tested cafds:

* unencrypted plain text information on the cards vabasically useless" (by itself), since finah¢iansactions they
were tied to used verifications systems with poulezficryption technologie&?

« even if consumers were victims of RFID credit cieadid or identity theft, they would not lieancially liable for
such credit card fralfd (a marketing strategy that ignores the other seramnsequences to card holders after
they've been associated with fraudulent transagtwrhave theiidentity stole;

After the release of the study results, all of¢hedit card companies contacted duringlesv York Timésnvestigative report
said that they were removing card holder names frendata being transmitted with their new secaemkgation RFID

cards™i

As of December 2008, it is estimated there areast|270 million RF tagged contactless debit aaditcards in circulation in
the North Americctation needel

[edit] Compromised U.S. identification documents

Certain official identification documents issuedthg U.S. government).S. Passport$assport Cards, and also enhanced
driver's licenses issued by States of New York\teghington, contain RFID chips for the purposessisting those crossing
the U.S. borde?¥ Various security issues have been identified withr use, including the ability dflack hatso harvest
their identifier numbers at a distance and appdytfio blank counterfeit documents and cards, tessraing those people's
identifierst3

Various issues and potential issues with theirhase been identified, including privacy concernkhdugh the RFID
identifier number associated with each documenbtssupposed to include personal identificatioofinfation, "....numbers
evolve over time, and uses evolve over time, amshierally these things can reveal more informatimtwe initially expect"
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stated Tadayoshi Kohno, an assistant professasrpater science atniversity of Washingtonvho participated in a study of
such government issued documéhs.

[edit] MythBusters

Adam Savagef the science TV shoMythBustersstated during the July 2008 HOPE conference in Nevk City, that
when they were going to demonstrate how RFID woikad their vulnerablies in financial exchange catluksir lawyers were
challenged by other lawyers representing RFID venidad several banking institutions. It was madéaléy clear to the
Mythbusters team that advertising for their shovulddoe pulled by the finance industry if any dentoaton of contactless
card vulnerabilities was conductedij}

[edit] See also
e ldentity theft
« RFID
 HID Global

e Credit card fraud
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